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THE 1 AEA AND | NTERNATI ONAL SAFEGUARDS

A THE STATUTE, THE LEGAL FRAMEWORK.

On the 23rd of October 1956 the Statute of the International Atomic Energy Agency
(11) was approved by the Conference on the Statute of the International Atom c Energy
Agency at the headquarters of the United Nations. The Statute was opened for signa-
ture on the 26th of COctober 1956 and cane into force on the 29th of July 1957. In
order to clearly understand the Agency's safeguards objectives, its authorized safe-
guards functions, and the legal framework for the Agency’s safeguards, responsibilities
and rights, some famliarity with the Statute is necessary. The appropriate safeguards
related Articles fromthe Statute are summarized below and in full in Annex A
The entire statute has been reprinted in “FACTS ON NUCLEAR PROLI FERATION, A HANDBOXK”
(12).

The objectives of the Agency are defined in the Statute under Article Il which provides
that the Agency shall seek to accelerate and enlarge the contribution of atonmic energy
to peace, health and prosperity throughout the world and that so far as it is able,
that assistance provided by it or at its request or under its supervision or control

is not used in such a way as to further any military purpose.

The Safeguards functions are defined in the Statute under Articles Ill, AS and B2

whi ch authorize the Agency to establish and adm nister safeguards on special fissionable
and other materials, services, equipnment, facilities, and information made available by
the Agency, and to apply safeguards, at the request of the parties, to bilateral or
multilateral arrangement, or at the request of a State, to any of that State's activities
in the field of atomc energy. Thus, this Article provides for the application of

saf equards to declared nuclear facilities as opposed to the full fuel cycle safeguards

of the NPT and permits a State to operate an indigenous, undeclared nuclear facility

without |AEA safeguards. For exanple, the Indian nuclear facilities used to
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produce the plutonium used in their first nuclear test were not under |AEA safeguards

al though other facilities had been declared and were safeguarded by the |AEA

Article IIl B-2 provides for Agency control over the use of special fissionable

material s which has been received by the Agency, for its own projects or projects with
other states in order to ensure that these materials are used only for peaceful purposes.
Article XI F-4 requires that such projects shall be subject to the safeguards provided

for in Article X I, the relevant safeguards being specified in the agreenent.

The Agency’s safeguards, responsibilities and rights are specified in the Statute
under Article XII. This very inportant Article should be examined closely. However,

in summary, it provides for the follow ng:

X1l Al.- Design review of facilities and equipment to permt effective

application of the safeguards.

Xl A2.- Observance of any health and safety neasures prescribed by

t he Agency.
Xl A3.- Mintenance and production of operating records.
X'l A4.- Submission of progress reports.

Xl A5.- Approval of the means to be used for the chemical processing
of irradiated materials, the requirenent that the special fissionable
materials recovered or produced. as a by-product under continuing Agency
safeguards, and the deposit with the Agency of any excess of any special
fissionable naterials recovered or produced as a by-product over what is

needed for the above-stated uses in order to prevent stockpiling of these

materials. This unused Article has recently received considerable attention
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in connection with the establishment of Regional Nuclear Fuel Cycle

Centers. The provisions of this article have assuned particular significance
in view of the enormous anounts of plutoniumthat will be produced by

nucl ear power reactors in the 80's and the danger that would follow from the
diversion of even a relatively small amount of this stockpile for weapons
purposes. These “approval” and “deposit” provisions of the Statute when
coupled with the concept of a Miltinational or Regional Nuclear Fuel Cycle
Center (RNCCO) should offer an acceptable solution to what is otherwise a

very difficult and potentially dangerous problem

Xl A6.- Dispatch of Agency Inspectors into the territory of the recipient

State who shall have access at all tines to all places and data and to any

person who by reason of his occupation deals with materials, equipnent, or
facilities which are required by this Statute to be safeguarded, and the
determnation of conpliance with the undertaking between the Agency and

the State against use in furtherance of any mlitary purpose.

Xl A7.- The recipient State or States to take requested corrective
steps within a reasonable tine, suspension or termnation of assistance
and withdraw any materials and equi pnent nade available by the Agency or

a menber in furtherance of the project in the event of non-conpliance.

Xl B.- Establishment of a staff of inspectors.

Xl C- Verification of records and reports. This Article also provides

that the inspectors shall report any non-conpliance to the Director General
who shall thereupon transmit the report to the Board of Governors. |If the
State or States fail to remedy forthwith any non-conpliance which it finds

to have occurred, the Board is required to report the non-conpliance to all

menbers and to the Security Council and General Assenbly of the United Nations.



X - 15

| AEA and International Safeguards

The Board may also direct curtailment or suspension of assistance being
provided by the Agency or by a menber, and call for the return of materials
and equi pnent made available to the recipient menber or group of menbers.
Finally, the Agency may also, in accordance with Article X X, suspend any
non-conpl ying nember from the exercise of the privileges and rights of
membership.  The actions noted above represent the range of sanctions per-
mtted by the Statute in the event of a non-conpliance and failure by a
member State to take the requested corrective action. The need for stronger

sanctions by the nuclear supplier states, at |east, is obvious.

The safeguards activities of the |AEA are explicitly directed at the problem of
“horizontal proliferation”, i.e., a decision by a non-nuclear weapon State to divert
special fissionable materials to further a mlitary purpose. Diversion is defined
in the first document approved by the Board of Governors on the 31st of January 1961

describing the Agency's safeguards (13) to nean:

"...the use by a recipient State of fissionable or other materials,
facilities or equipment supplied by the Agency so as to further any
mlitary purpose or in violation of any other condition prescribed in
the Agreement between the Agency and the State concerning the use of

such materials, facilities or equipnent.”

It is clear fromthe Statute, fromthis description of the Agency's Safeguards
System and all subsequent Agency safeguards docunents, that the Agency is not
legally authorized to address the problem of the terrorist or the non-state
adversary nor, of course, the question of “vertical proliferation”- Those functions

not explicitly authorized by the Statute are reserved to the State. The |AEA does not
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have police powers and it cannot prevent a diversion of nuclear materials to

sone military purpose. The Statute is also silent on the closely related problem

of physical security. The Agency's activities in this area will be treated separately
in this review but it should be stressed here that the Agency does not have the
statutory authority to nake even a recomendation in the area of physical protection.

In the Agency document entitled “THE PHYSI CAL PROTECTI ON OF NUCLEAR MATERIALS’ (14) it

is noted under Section 2. (bjectives, that:

“The Agency has no responsibility either for the provision of a

State's physical protection system or for the supervision, control

or inplenmentation of such a system The Agency may informally advise

the State on the results of observations made during its normal safeguards
activities. Further assistance by the Agency will be provided only when

so requested by the State.”

Finally, it is inmportant to note that the Statute does not address the problem of

the detection of clandestine facilities; a very inportant matter, as has been noted,
which was included in the 1946 Report of the Findings of the Scientific and Technical
Committee of the UNAEC. This decision would appear to reflect the conscious om ssion
by the States of this activity because, of necessity, any intelligence activity would
constitute an unacceptable infringenment of the sovereign rights of the State. Therefore,
this essential element of any conprehensive non-proliferation policy must remain the
responsibility of the intelligence agencies of the individual States, although coopera-

tion in this sensitive area would clearly enhance the deterrent aspect of such efforts.
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Al'though many States now accept the arrival of an international inspector at

their borders as a routine matter it should be remenbered that the safeguards
Provision of Article XlI, less than twenty years old, represents a watershed

event in the field of international treaty verification and a major first step

in the relinquishnent of a State's sovereign rights to a higher need and authority.
The very broad inspection rights of Article XIlI, A6 which provided for “access

at all times to all places and data and to any person” have not been repeated even
in INFCIRC/26. This description of the Agency's Safeguards System includes a table
of frequency of routine inspections; a response both to the concerns of the State
and the practical problens of staffing and inspecting research reactors. The
acceptance of the principle of international inspection extends well-beyond the
proliferation of nuclear weapons and suggests that the treaty verification problens

of other arnms control agreements might yield to simlar approaches.

There have been a nunber of suggestions in the past that, if the Agency is unable

to undertake inportant new duties or responsibilities which are not authorized in

the Statute, then the Statute should be amended to provide the legal basis for

these new functions. This course of action, however, wll not necessarily produce
the desired results. Oficials famliar with the operation of international organi-
zations and with recent world political devel opnents caution that the opening of the
Statute to anmendnent can result in major changes which are not desirable and which nay
reduce rather than enhance the role of the organization. The establishnent of a

wel | -devel oped consensus and a carefully prepared agenda should precede any decision

to amend the Statute of the International Atomic Energy Agency.
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B. MEMBERSHI P, ORGANI ZATI ON, AND FI NANCE

Menbership. The Director General of the |AEA, Dr. Sigvard Eklund, in his
report to the Twentieth Session of the General Conference of the International

Atom c Energy Agency in Rio de Janeiro, Septenber 1976, stated that:

“Since 1957 the nunber of menber States has grown from 60 to

109 with a corresponding increase in attendance at the Ceneral
Conference. The Agency’'s executive body, the Board of Governors,
now has 34 nenbers conpared with 23 in 1957 and 25 in 1963. The
regul ar budget has increased as a result of growing activities, in-
flation and exchange rates from just over $4,000,000 in 1958 to
$37,000,000 in 1976. The staff of the Agency has increased from

400 in 1958 to 1200 now.”

The list of the Menber States, which now totals 110, is given in Annex B.

Organi zation. The Oganization Chart shown in Figure 1. for the International

Atomc Energy Agency is taken from “The Agency’s Program for 1977 - 82 and Budget

for 1977 (15). Not shown in the Organization Chart is the Scientific Advisory Conmittee
which reports to the Director General and the recently established Standing Advisory

G oup on Safeguards |nplenentation (SAGSI) which also reports to the Director Ceneral.
SAGSI is currently considering the problem of nmore effective reporting to the Board

of Governors and to the Menber States of the results of the Agency's safeguards operation.

In Figure 1, it may be seen that the Department of Safeguards and Inspections (DSI)
is currently divided into the Division of Development, the Division of Qperations and
a group for Information Treatnent. These three subdivisions report directly to the

I nspector GCeneral, Dr. Rudol ph Rometsch. The Director General is now considering a
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re-organi zation of DSI which will result in four divisions: Devel opnent, two
Cperational Divisions, and a Division of Information. Pending approval of this re-
organi zation by the Board of Governors a new EURATOM section which will form the nucleus

of the second operational division was established on the 15th of Cctober 1976.

A nore detailed presentation of the organization of the Departnment of Safeguards and

I nspections is shown in Figure 2. In the Manning Tables of the 1977 Agency Budget,

DSI has a total of 138 authorized positions for the year 1976 of which 102 are pro-
fessional and 36 are GS Ratings or subprofessional. The nunber of established posts for
1977 show a total of 161 positions of which 111 are professional and 50 are GS. The
prelimnary estimate for 1978 is a total staff of 179 with 122 professionals and 57 GS
positions. These changes in staffing reflect the anticipated increase in inspection
activity resulting from the inplenentation under NPT of the |AEA-EURATOM and Japanese

Saf equards Agreement as well as the United States and United Kingdom safeguards offer.

A recent internal analysis of the distribution of nationalities in DSI as of 1 March 1976
shows that of a total of 43 inspectors, in the Division of Qperations, only 3 were U.S.
national s, whereas in the Division of Developnent 6 of the 20 professionals were U S
citizens. In general, the |AEA personnel policy attenpts to balance the available positions
within the Agency anong the different nationalities of the States of which it is conposed.
Information on the name, nationality and grade of each professional and support staff

by departnent and division is published annually in the Agency publication |NFCIRC 22. (16)
An analysis of the information included in |INFCIRC/ 22/ REV. 15 published in June of 1975
shows that approximately 18% or 68 of the total professional staff of 378 were U S
nationals. It can be seen fromthis that the ratio of U S nationals in DSl is rea-

sonably close to the overall ratio for the Agency, although for the Operations Division
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it is approximately 6% a figure considerably below the norm  The relatively |ow num
ber of U S. nationals in the Qperations Division is a source of concern because, in
general, U. S. nationals have performed very well and the Division needs staff with high
technical conpetence, strong notivation and a commitnment to painstaking and difficult
work. An additional source of concern is the refusal of many countries to accept as

i nspectors nationals from other countries because of |anguage or political consideration.
The Director General specifically addressed this issue in his speech to the General

Conference in Septenber of this year when he said:

“I wish to nake an appeal to the States which have accepted our
Saf eguards System  Please accept also our inspectors irrespective
of their nationality. W are now sometimes facing a situation where

Country ‘A" may accept an inspector from Country ‘B but ‘B not from‘'A.

The effective use of Agency inspectors is materially influenced by this type of action
on the part of the menber States. A renmedy could be rapidly effected if it was the
desire of the nmenber States to do so. The problem can be nore fully appreciated if one
refers to the list of inspectors, the countries tO which they are accredited, and the

i nspectors designated as Country Officers which is regularly published by the Departnent

of Safeguards and |nspections.

In the evaluation of the effectiveness of international safeguards those issues which
involve the inspectors are often overlooked in favor of legal, technical, or financial
matters. In practice, the inspector will probably determne the success or failure of
the safeguards effort. For exanple, special policies nmight be established for the hiring
and retention of the inspection staff. After a fixed probationary period the Departmnment

shoul d have the option to encourage a career decision in the field of safeguards inspection
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by offering a long-term contract. The Department should also be free to termnate

an inspector at the conclusion of the probationary period should his performance not
meet Departnent standards without the political pressure which is often brought to bear
in these matters when an international organization is involved. As part of the career
devel opment of the inspector, it is essential not only to maintain but to inmprove his
proficiency by attendance at both established and special training prograns. The
Department is also faced with special problenms of promption and salary scales when
compared with the professional requirenments and duties of the staff menbers of other

departments of the Agency.

Finally, and perhaps the nost intangible, is the question of maintaining inspector
moral e when faced with difficult and sometimes dangerous working conditions, |ong and
arduous periods of travel away from the Headquarters and his famly, and the un-
certainty that the work to be done is, as he has been told, really a matter of vital
inportance to the peace and security of the world. The responsibility for sustaining
the inspector’'s norale does not stop at the desk of the Inspector General, but involves
political and personal relationships at many levels within the Agency. The Agency
morale can in fact be profoundly affected by events which occur in other parts of the
wor | d. For exanple, the failure of the United States and the Soviet Union to take
strong and unequivocal positions following the test of the Indian nuclear device in
May of 1974 deeply affected the staff and the silence which followed that explosion

still haunts the halls and offices of the |AEA

Finances. O the adjusted budget for 1976 of $37,002,000 the Departnent of
Saf eguards and I nspections required $6,443,000. O this anpunt, $3,180,000 was
obligated to salaries and wages; of the renmining $3,263,000 common staff costs accounted
for $917,000; travel $410,700; scientific and technical contracts $490,000; scientific

supplies and equi prent $510,000; |aboratory services $496,000 and supporting ’'services,
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neetings and miscellaneous $440,000. The detailed costs of the safeguards program
is given in Annex C Table | shows the safeguards cost in relation to total Agency
expendi tures under the Agency’'s budget 1971 through 1976. The estinated budget for

DSl in 1977 is $7,951,000. The prelimnary estimate for 1978 is $9, 111, 000. (15)

TABLE |

SAFEGUARDS COSTS

N RELATION TO TOTAL AGENCY EXPENDI TURE
UNDER THE AGENCY' S BUDGET 1971-76

Saf eguar ds Tot al Saf eguards Costs
Year costs Budget in percent of
(us $ 000) (us $ 000) Regul ar Budget
1971 1 636 14 010 11. 7%
1972 2 035 16 532 12. 3%
1973 2 564 19 881 12. 9%
1974 3 441 25 064 13. 7%
1975 04 802 29 675 16. 2%

1976 6 443 34 702 18. 6%
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In 1971 it was decided that the safeguards costs should be adjusted in order to take
account of the position of the countries with |ower per capita incomes. Devel oping
Menber States whose base rate of assessnment for 1971 was 0.04% of the Agency's budget
pay an annual share of safeguards expenses of about $750.00. The 34 industrialized
Member States bear 95% of the safeguards cost, while the remaining 72 members con-
tribute 5% The Board of Governors has recomrended and the General Conference has
adopted this year a resolution that will freeze at their present levels the con-
tributions of the developing countries to the safeguards budget. The freeze will

last from 1977 to 1980. The Director GCeneral in his speech before the General

Conference suggested that:

“this period should be used to re-exanmine the basic principals for

financing the costs of safeguards and to establish a sound system that
takes into account both the principals that every nmenber state should
contribute towards safeguards expenses and the reconmendations of the

NPT Review Conference to lighten the burden on the devel oping nenber states.”

In response to the growth of nuclear power throughout the world and the greatly in-
creased safeguards responsibilities of the Agency, the Department of Safeguards and

I nspection has in the last ten years grown faster than any other departnment. Wth the

i mpl ementation of the | AEA- EURATOM and Japanese Safeguards Agreenent and the inplenmen-
tation of the United States and the United Kingdom offers to place their nuclear facili-
ties not related to mlitary uses under |AEA Safeguards, this trend can be expected to
conti nue. In the opinion of sone officials the limtations on the Agency's ability to
implement its safeguards responsibilities will not be due to financial constraints but,
rather, the linitations will be of a political nature and will reflect the attitudes and
the determnation of the menber states, both nuclear and non-nuclear, to support credible

ef fective safeguards.
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In addition to the assessed contributions to the Agency budget the United States

has, begi nning in 1974, undertaken a programto strengthen Agency safeguards by the
provision of gifts-in-kind. In the Foreign Assistance Act of 1975 approximtely

$200, 000 was identified for support of Agency safeguards. Initially, in FY 1976 an
addi tional $300,000 was nmade available through the gifts-in-kind and that anount was
subsequent |y increased by $1,000,000 (the denn Anendment) as Congressional concern

for the effectiveness of Agency safeguards has grown. In FY 1977, $1,600,000 has been
authorized including the first increnent in a $5,000,000-five-year-program has also
been authorized. Oficials of the United States Government and the | AEA net during the
first two weeks of Novernber to coordinate a long-term program to strengthen the Agency's
program including; nmjor inprovenents in the Agency's safeguards data managenent and
data anal ysis prograns, substantial increases in the in-training prograns for Agency
inspectors, the provision of technical experts in many areas, the devel opnent of
improved instrumentation for the non-destructive nuclear neasurenments, and the

devel opment of inproved surveillance and containment devices.

It is reported that the Federal Republic of Germany has also made an offer of gifts-
in-kind to the Agency of approximtely $300,000 for the coming year. It is inportant
that the other nuclear suppliers and the Soviet Union also join in this effort to neet
the technical and financial needs of the Agency’'s safeguards program in the critical
period ahead. If the principle of international inspection is to be wdely accepted,

the Agency's Safeguards System must not be a creature of United States Policy nor should

it even appear to be so.
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c.  NON-NPT OR FACILITY SAFEGUARDS.

Information Circular/26. The safeguards described in Article XII of the

Agency’'s Statute were intended by the drafters to be only a framework for the actual

| AEA's Safeguards System (17) The fleshing out of that framework and the detailed
el aboration of safeguards procedures and techniques that have been devel oped over

the past twenty years has been acconplished by the joint efforts of the Division of
Saf eguards and |nspections and a |large nunber of experts from the Menber States who
have participated in both formal and informal technical neetings held at the Agency
and el sewhere. In the early stages of the evolution of the |AEA Safeguard System
the Agency was concerned only with the safeguarding of research, tests and power
reactors with less than 100 (MAM) nmegawatts thermal output, the source and special
fissionable nmaterials used and produced in these reactors, and the small research and

devel opnent facilities.

The first document outlining the Agency’'s Safeguards System for use with research

reactors was approved on the 31st of January 1961 by the Board of Governors and has
been published by the Agency as Information Crcular/26 (18). This document is re-
produced in Annex D. INFCIRC/ 26 is of interest historically because it established
a pattern for the organization and content of subsequent Agency safeguard docunents.

The Introduction, Paragraph 3 specified:

“Agency Safeguards will be applied to materials and facilities
voluntarily placed under Agency safeguards by a State or States.

Where two or nore States request the Agency to administer the safe-
guards provisions of an agreement between those States, the Agency
will apply those provisions provided that they are consistent with the

procedures laid down in this docunent. The adnministration of safeguards
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by the Agency under this Paragraph shall be governed by an
agreenment pursuant to the Statute between the Agency and the State

or States concerned which shall be made for a specific period.”

In Paragraph 4 of the Introduction it is stated that:

“procedures covering other types of nuclear facilities will be
devel oped as the probable need for them becomes evident. In regard
to produced material the safeguards provided for this document relate

only to the first generation of produced naterial.”

From the Statute as well as the Introduction of INFCIRC/26 it is clear that the
Agency’'s intent was to develop a facility specific safeguard system that safeguards
were to be applied to both materials and facilities voluntarily placed under the
Agency’'s System that the Agency's facility safeguard would evolve as the need

devel oped, that the agreenents would be made for a specific period, that an agreenent
between the State and the Agency would govern the safeguards applied by the Agency
and, finally, the Agency' s Safeguards System was to be reviewed after a period of two
years in order to evaluate the experience gained by the Agency as well as the

technol ogi cal devel opnents which had taken place during the interval.

Two of the items in this list, in particular, those relating to pursuit of produced
fissionable nmaterial past the first generation and a specific date for the ternination
of a safeguards agreenent have becone sources of difficulty in the last few years.

As understanding of the problenms involved in safeguarding a fully devel oped nuclear
fuel cycle have increased, it has becone clear that both of these weaknesses offered

a legal route for the acquisition of unsafeguarded fissionable material. The final
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itemis also significant because it reflected an awareness on the part of the Agency
even then that their safeguards procedure would continue to evolve in the response

to technol ogical change and that they should be continuously reviewed in the light of
actual experience. Some of the criticism of the Agency’s safeguards procedures, while
wel | founded, does not take into consideration this evolutionary aspect. Because,
practice may fall far short of expectations in the early stages, disillusionnent

sets in and leads to the conclusion that because safeguards at sone point are inade-

quate they cannot be made to succeed either in theory or in practice.

Information Circul ar/ 66/ Rev. 2.

The first major change in facility specific safeguards occurred in 1964 when

the Agency Safeguards System was extended to include |arge power reactors.

I NFCI RC/ 26 and Add. 1. (19) Subsequently, following a review of the Agency’ s System
a revised docunent, THE AGENCY'S SAFEGUARDS SYSTEM | NFCI RC/ 66, which describes the

| AEA Saf eguards System now in use for those States which have not ratified the NPT,
was approved by the Board of Governors. This docunent was provisionally extended in
1966 to include Annex |, “Provisions for Reprocessing Plants”, (21) The final
extension occurred in 1968 with the addition of Annex 11, “Provisions for Safeguarding
Nucl ear Material in Conversion Plants and Fabrication Plants”. (22) This docunment has
been reprinted in full as Annex Il in the Governnent Publication (1; op.cit.)
“NUCLEAR WEAPONS PROLI FERATI ON AND THE | NTERNATI ONAL ATOM C ENERGY AGENCY”. Sone of

the nore inportant provisions are reproduced in Annex E.

In the Introduction to INFCIRC 66/ Rev. 2 can be seen a continuation of those trends
which first appeared in INFCIRC/26. Concern for the inpact of safeguards on the
States’ nuclear industry becomes even nore explicit. For exanple, under B. General

Principles of the Agency’ s Safeguards, The Agency’s Oobligations include the follow ng:
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9. Safeguards shall avoid hanpering a State's econom c or technol ogical

devel opnent.

10.  Safeguards nust be consistent with prudent nanagement practices

required for the econonic and safe conduct of nuclear activities.

11.  The Agency may not request a State to stop the construction or opera-
tion of any principal nuclear facility except by explicit decision of

t he Board.

13. The Agency shall take every precaution to protect comrercial and
industrial secrets and no nenber of the Agency's staff shall disclose,
except to the Director General and to such other nenbers of the staff

as the Director General nmy authorize.

“17 . The principal factors to be considered by the Board in determ ning
the relevance of particular provisions of this document to various
types of materials and facilities shall be the form scope and anount
of the assistance supplied, the character of each individual project
and the degree to which such assistance could further any nilitary
purpose. The rel ated saf eguards agreenent shall take account of all

pertinent circunstances at the tine of its conclusion.”

Part IIl. Safeguards Procedures, still provides in Paragraph 29 for safeguards
procedures which are to be applied to nuclear materials as well as the facilities

containing or to contain such materials.”

The States’ concerns that information provided in the design review nmght conpron se
their industrial secrets or unnecessarily infringe on their sovereignty is reflected

in the revisions which appear in Paragraph 30 and 32 where the sol e purpose of such

a review is the effective application of safeguards.
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The Agency 1S enjoined not to publish or conmunicate to any State, organization

or person informtion obtained in connection with the inplementation of safeguards.
Specific information, however, may be given to the Board or to such Agency staff
menbers as required by reason of their official duties. |n addition, upon

deci sion of the Board, summarized lists of itens being safeguarded by the Agency
may be published and if all States directly concerned agree, additional infor-

mation may be published.

Under Part B. Principles of Inplenentation there appear two qualifications, one
related to the pursuit of produced fissionable material and the other related to factors
to be considered by the Board when considering the content of Agency safeguards

agreements with the State.

“16. In the light of Article XII.A 5 of the Statute, it is desirable
that safeguards agreenents should provide for the continuation of safeguards,
subject to the provisions of this docunment, with respect to produced speci al

fissionable material and to any materials substituted therefor.”

And where the Agency shall require only the mininumanount of infornmation and data

consistent with carrying out its responsibility under this section.

In general, these revisions address the preoccupation of some of the States whose
nucl ear industries were experiencing rapid growth that international safeguards would
prove to be a serious econonic burden and could possibly seriously jeopardize the
conpetitive position of their industries, as they began to conpete for international

markets with the United States. As can be seen from the paragraphs which have been
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reproduced in Annex E when conpared with Infornmation Crcular/26 there now appear
specific Agency obligations to nininize the inpact of safeguards on a State's
economi ¢ or technol ogical developnent, the inplenentation of safeguards should be
consistent with prudent managenent practices, the Agency may not oppose or delay
construction of principal nuclear facilities, and the natter of protection of comrercial
and industrial secrets as well as the protection of any data obtained in the course
of the inplenmentation of Agency safeguards have becone formalized. The latter point
has been noted by many of the Agency’'s critics as a principal source of the inability
of any outside group or State to properly evaluate the effectiveness of Agency

saf eguar ds. It is interesting to note, however, that at least in Paragraph 14A a
provision is included for neking available specific information relating to such
implementation in a State to the Board of Governors; and a provision which does not

appear in Paragraph 41 of Information G rcul ar/26.

Paragraph 16 of |INFCIRC/ 66 does acknow edge the desirability of providing for the
continuation of safeguards on special fissionable materials produced in a facility

to which Agency safeguards have been applied or to any material substituted there-

fore. It can only be observed that the provisions of Paragraph 17 of the Revised
Agency Safeguard System represents a considerable departure fromthe “.. .access
at all times to all places and data.. .“ of Article XIlI, A-6 of the Statute.

A conparison of the sections on Design Review in INFCIRC 22 and | NFClIRC/ 66/ Rev. 2

refl ects, as has been noted, the concern of the States about the possible dis-
closure of industrial secrets and the need to mnimze the inpact of the Agency's
activities in the exercise of this function. It is inportant, when considering

the effectiveness of Agency safeguards, to keep in mnd that no nuclear facility

presently under international safeguards inspectio,included as one of the initial
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design requirements of the facility the necessity to optinize safeguards inspection
activities. In fact, the safeguards procedures which have been devel oped have
suffered fromthe fact that even sinmple provisions which could have been incor-
porated during the construction of the facility at a relatively nmbdest additional
cost were not included. As a result, desirable and sonetines essential nodifica-
tions could not be nade for structural reasons or because the costs would be
prohibitively expensive. In this section there is no suggestion that the Agency
and the State might at the earliest stages in the design of a nuclear facility
review the safeguards requirements in order to ensure that cost effective safe-

guards mght be applied.

One of the earliest applications of Agency safeguards under |NFCIRC/ 26-66 began in
1962 following the conpletion of negotiations between the | AEA and the AEC for

the inplenentation of safeguards to four U S. reactors. This was followed by the
entry into force on Novermber 1, 1963 of the first Agency trilateral safeguards
agreement, an agreenent between the United States, Japan and the International
Atom c Energy Agency. This Agreement covered any nuclear material, equipnent
and/or facilities supplied to Japan by the United States. In addition, the
Agreenent al so included the inportant provision that Agency safeguards would apply
to any fissionable material produced in the Japanese facilities even if this
material should be returned to the United States for processing unless the United
States substituted an equivalent quantity of like material in Japan. This latter
feature pernmitted a supplier country such as the United States, the United Kingdom
or the Soviet Union to avoid |AEA inspection of third party fissionable material

if the principal of substitution was enployed. By the end of 1965 three additional
trilateral agreements were in effect, two between the |AEA Japan, and Canada

and the United Kingdom respectively and the remining between the |AEA Denmark

and the United Kingdom In the ten succeeding years agreements have been conpleted
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which pernit safeguards to be applied in twenty States, under eleven project
agreenents, twenty-one safeguards transfer agreenments, and eight unilateral sub-
mssion agreements. During 1975 the Agency carried out 299 inspections under these
agreenents. A list of the agreenents providing for safeguards other than those in
connection with NPT approved by the Board of Governors as of 31 Decenber 1975 is

shown in Annex F.

In 1975 the United States had 30 Agreenents for Cooperation in the Gvil Uses of
Atomic Energy. O these, 20 were for cooperation in nuclear research and power,
2 involved only nuclear power stations and 8 agreements were for research only.
In addition, the United States had bilateral agreenents for cooperation with
EURATOM and with the IAEA. A list of our Bilateral agreenments for cooperation is
given in Annex G

The safeguards provisions of many of these agreenents have been suspended and

in favor of United States-l1AEA Trilateral Safeguards Agreements for the
application of safeguards to U S. supplied material. Annex H contains a list of
these U S.-1AEA Trilateral Safeguards Agreements. A nunber of these Agreenents
have been suspended in turn, as a result of negotiations between these countries
and the 1AEA in fulfillment of the safeguards obligations undertaken in the Non-

Proliferation Treaty.
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D. NPT OR FULL FUEL CYCLE SAFEGUARDS.

The Treaty on the Non-Proliferation of Nuclear Wapons. On July 1, 1968 the

Treaty on the Non-Proliferation of Nuclear \Wapons (7, 12, op.cit.) was opened for
signature and the Treaty entered into force on March 5, 1970. These events repre-
sented the culmnation of a major initiative on the part of the United States, the
United Kingdom and the Soviet Union supported by a nunber of the major non-nuclear
industrialized States to limt the further spread of nuclear weapons. In the
negotiations on the draft of the NPT, the possibility of including a safeguards
article was a subject of extended discussion. Wth the resolution of the issue in
favor of incorporating such an article, the debate turned to the neans and nethods
to be used. The Federal Republic of Germany, in particular, took the position

that the formulation of the safeguards principles as expressed in |NFCIRC 66
woul d have to be replaced by a less intrusive and intensive safeguards system
which would be applied to all fissionable material in the State, i.e., full fuel

cycle safeguard. This new safeguards concept which was included in the

preanbul at ory paragraph to the NPT stated that

“Expressing their support for research, devel opnent and

other efforts to further the application, within the framework
of the International Atomc Energy Agency Safeguards System

of the principle of safeguarding effectively the flow of source
and special fissionable naterials by use of instrunents and other

techniques at certain strategic points.”

The enphasis was on the flow of naterial at certain strategic points. The
safeguarding of facilities had disappeared. The political undertakings designed
to halt the spread of nuclear weapons were enbodied in Articles | and 11 of

the Treaty which provided that both the nuclear weapon States and the non-

nucl ear weapon States would not transfer or receive whatsoever nuclear weapons

or any other nuclear explosive devices. The verification provisions of these
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obligations were enunerated in Article Ill, the Safeguards Article. Article 111

provi des that:

“1.  Each non-nucl ear-weapon State Party to the Treaty undertakes
to accept safeguards, as set forth in an agreenent to be negoti ated
and concluded with the International Atom c Energy Agency in
accordance with the Statute of the International Atomi c Energy Agency
and the Agency's safeguards system for the exclusive purpose of
verification of the fulfillment of its obligations assumed under
this Treaty with a view to preventing diversion of nuclear energy
from peaceful uses to nuclear weapons or other nuclear explosive
devices. Procedures for the safeguards required by this article
shall be followed with respect to source or special fissionable
material whether it is being produced, processed or used in any
principal nuclear facility or is outside any such facility. The
saf equards required by this article shall be applied on all

source or special fissionable material in all peaceful nuclear
activities within the territory of such State, under its juris-

diction, or carried out under its control anywhere.

“2. Each State Party to the Treaty undertakes not to provide:
(a) source or special fissionable material, or (b) equipnent
or material especially designed or prepared for the processing,
use or production of special fissionable material, to any non-
nucl ear-weapon State for peaceful purposes, unless the source
or special fissionable material shall be subject to the safe-

guards required by this article.
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"3. The safeguards required by this article shall be inplenented
in a manner designed to comply with article IV of this Treaty,

and to avoid hanpering the econonic or technol ogical devel opment
of the Parties or international cooperation in the field of
peaceful nuclear activities, including the international exchange
of nuclear nmaterial and equipment for the processing, use or
production of nuclear material for peaceful purposes in accordance
with the provisions of this article and the principle of

saf equarding set forth in the Preanble of the Treaty.

“4.  Non-nucl ear-weapon States Party to the Treaty shall conclude
agreenents with the International Atonic Energy Agency to neet the
requirenents of this article either individually or together wth
other States in accordance with the Statute of the International
Atom ¢ Energy Agency. Negotiation of such agreements shall conmence
within 180 days fromthe original entry into force of the Treaty.

For States depositing their instrunents of ratification or

accession after the 180 day period, negotiation of such agreenents
shall commence not later than the date of such deposit. Such
agreenents shall enter into force not later than eighteen nonths

after the date of initiation of negotiations.”

The significant features of Article I11-2 are that (1) the | AEA is assigned the
responsibility for inplenenting NPT safeguards as set forth in agreements to be
negoti ated between the States and the International Atonmic Energy in accordance
with the Statute of the Agency and the Agency’'s Safeguards System (2) the exclusive
purpose of the verification is the fulfillment of the States Treaty obligations with

a view to preventing the diversion of “nuclear energy from peaceful uses to nuclear
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weapon or other nuclear explosive devices” - a significant departure from the
initial objective in the IAEA Statute to ensure that atonmic energy “is not used

in such a way as to further any nilitary purpose,” and, (3) of great inportance,

the provision that safeguards would be required on all source or special fissionable
material in all peaceful nuclear activities wthin the territory of the State, i.e.,
full fuel cycle safeguards, under its jurisdiction or under its control anywhere.
This last provision marks a major advance over the facility specific safeguards

system which the Agency had devel oped under INFCIR 66/ Rev. 2.

Information Circular/153. In order to adapt the IAEA's Facility Safeguards System

to the new requirenents for NPT safeguard on all the fissionable material within a
State, the Board of Governors of the | AEA established a committee shortly after the
NPT came into force to advise it on the agreements which would be required between
the Agency and the NPT Nations. This Safeguards Committee began negotiations in

June of 1970. Delegates from 48 Menmber States of the |AEA participated under the
chairmanship of the present Secretary General of the United Nations, Dr. Kurt Waldhein
and Prof. Bruno Straub from Hungary. By March of 1971 the negotiations had been
completed and in My of 1971 the Agency issued Information Crcular/153 (10, op.cit.)
entitled “THE STRUCTURE AND CONTENT OF AGREEMENTS BETWEEN THE AGENCY AND STATES

REQUI RED I N CONNECTION WTH THE TREATY ON THE NON PROLI FERATI ON OF NUCLEAR VEAPONS.
The full text of INFCIRC/ 153 al so has been reprinted as Appendix 4 in ‘NUCLEAR WEAPONS

PROLI FERATI ON AND THE | NTERNATI ONAL ATOM C ENERGY AGENCY", (1., Op.cite)

Ni ne nonths after INFCIRC/ 153 was issued, a “npdel agreement had been drafted which
enbodi ed the principles and safeguards procedures detailed in this Crcular especially
designed for safeguarding the full nuclear fuel cycle. It is interesting to note,

however, that in 1968 the first country to take the step of wunilaterally submtting
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all of its nuclear activity to the | AEA was Mexico. This action was undertaken in
fulfillment of its obligation under Article X1l of the “Treaty for the Prohibition

of Nuclear Weapons in Latin Anerica” (THE TLATELOLCO  Treaty), (23) which entered into
force April 22, 1968. At the end of 1975 the Agency had safeguards agreements in

force with 64 states of which 44 were with states party to the NPT (24).

Some of the important provisions of INFCIRC/ 153 are sunmarized bel ow and reproduced
in Annex 1. As required by the NPT the basic undertaking of |NFCIRC/ 153 (Paragraph 1)
requires states party to the Treaty to accept safeguards on all source or special
fissionable material in all peaceful nuclear activities within its territory for the
exclusive purpose of verifying that this material has not been diverted to nuclear
weapons or other nuclear explosive devices. Thus the State is obligated to accept
full fuel cycle safeguards, the enphasis is on the diversion of material and the con-
cern is with the use of such material for any nuclear explosive device even if its

stated application is for peaceful uses only, i.e., Peaceful Nuclear Explosive (PNE).

Under the Section on Inplementation of Safeguards, Paragraphs 4, 5 and 6, the docunent
repeats the provision included in INFCIRC 66 Rev. 2 concerning the protection of

commercial interests and industrial secrets and in Paragraph 5 repeats the prohibition
that the Agency shall not publish or communicate to any State, organization or person

any information obtained by it in connection with the inplementation of the Agreenent.

Paragraph 6 was drafted in response to the preanbulatory paragraph to the NPT which,
as has been noted above, introduced the concepts of safeguarding the flow of materials
at certain strategic points. The need for cost effective safeguards is stressed and
the Agency is enjoined to take full advantage of all technological devel opnents in
the field of safeguards. Finally, this paragraph directs that the Agency's safe-

guards procedures should be concentrated on those stages in the fuel cycle where
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nucl ear material suitable for weapons purposes is available.

Paragraph 7 is of particular significance and described the establishment of a
national system of accounting for the control of nuclear materials. It is this
nati onal system that provides the nuclear material accountancy’ data and the many
reports on which the INFCIRC 153 safeguards system depends.  This paragraph al so
contains the crucial right of Agency inspectors to nmake independent measurenents
and observations in the course of verifying that there has been no diversion of

nucl ear materials from peaceful uses to nuclear weapons or other nuclear explosive

devi ces.

Paragraph 8 is concerned with the provision of design information to the Agency.

In order to further protect the proprietary rights of the nuclear facilities the
Agency is directed, at the request of the State to exanmne the design information

on the premses of the State and such information need not be physically transmtted

to the Agency as long as it is available for exanmination on the premses of the State

In Part 2 of INFCIRC/ 153 the objectives of safeguards are defined in paragraphs 28,

29 and 30. These inportant paragraphs state that: (1) the objective is the tinely

detection of significant quantities of nuclear material to the manufacture of nuclear

weapons or for purposes unknown and the deterrence of such diversion by the risk of

early detection, (2) nmaterial accountancy is the safeguards neasure of fundanenta

inportance with containment and surveillance as inportant conplenmentary neasures and

(3) the technical conclusion of the Agency’'s verification activities shall be a

statenent in respect of each material balance area of the ampunt of nmaterial un-
accounted for over a specific period, giving the limts of accuracy of the anounts

st at ed.
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Conpared with I NFCI RC/ 66/ Rev. 2 the Section on Design Information in | NFCl RC/ 153,

Paragraphs 42 through 46, represents a considerable elaboration.

Paragraph 43 specifies that Design Information should be made available to the
Agency primarily to assist the Agency to nonitor the flow of nuclear material,

those features relating to material accountancy, containment and surveillance, and
those features which will assist in establishing material balance areas, the measure-

ment of flow, and the procedures for physical inventory taking.

For the first time in Paragraph 46 the purpose of exam nation of Design Infornation
is specified in great detail . For exanple: to deternmine material balance areas
(MBAs), to establishing timng and procedures for taking physical inventories, to
establish research and reports requirements. O particular interest is the pro-
vision that special material balance areas may be established around a process step
involving comrercially sensitive information, such as the centrifuge cascade of an
uranium i sotope separation plant. In such an arrangenment Agency inspectors would not

have access to the cascade area.

The responsibilities of the national systems of accounting and control of nuclear
material with respect to the maintenance of records and the submission of reports
are elaborated in the sections on Record Systens, Paragraphs 51-58, and the Reports
Systens, Paragraphs 59-69. It is clear that NPT or full fuel cycle safeguards is

critically dependent on the effective operation of national systenms of the States.

The purposes of the three different types of safeguards inspections, ad hoc, routine,
and special, are detailed in Paragraphs 71, 72 and 73. Routine inspections are, of

course, the nost conmon and Paragraph 72 provides that these inspections are to be

made in order to (1) verify the consistency between records and reports, (2) verify the
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| ocation, identity, quantity and composition of all nuclear material subject to

saf equards, and (3) verify the possible causes of material unaccounted for, etc.

In a significant change related to access for inspections, Paragraph 76 C and D pro-
vide for inspectors to have access only to the strategic points specified in the
subsidiary arrangenents and the State may conclude that unusual circunstances require
extended limtation on access by the Agency. In this latter event the State and
Agency shall make arrangenents which will enable the Agency to fully discharge its

saf equards responsibilities.

Finally, and of mmjor inportance are the Paragraphs 78 through 81, which are con-
cerned with the frequency and intensity of routine inspections. The enphasis in these
paragraphs is on reducing to a mnimum the nunber, intensity, duration and tining

of routine inspections consistent with effective inplenentation of safeguards, cost

ef fectiveness, and optinum use of inspection resources. Formulae are devel oped for

the maxi mum routine inspection effect (MRIE). For exanple, the inspection effort for
reactors is limted to one sixth of a man-year for each such facility in the State.
Facilities handling plutonium or uranium enriched to nmore than 5% shall be allowed

30 /E man-days where, E is the inventory or throughput, whichever is greater, expressed
in effective kilograns. Al other facilities are allowed a maxi mum of 1/3 + 0.4E

man-days where E is again the inventory or throughput in effective kil ograns.

The Agency is required to duly consider in its safeguards the farm of the material,
the effectiveness of the State's accounting and control system and the characteristics

of the State’'s nuclear fuel cycle.
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It was the intent of the Delegations of the Menber States that engaged i h the
negotiations which preceded the drafting of |NFCIRC/ 153 that NPT safeguards woul d
reflect the concepts Of safeguarding the flow Of nuclear materials at certain strategic
points that appeared in the preanble to the NPT. Facilities themselves Were no

| onger subject tosafeguards asthey had been under |NFCIRC/66/Rev.2. The enphasis
NOW Was ONn limted accessonly tostrategic points, the definition of‘ mat eri al

bal ance areas, material accountancy and specific fornulas for determning the

maxi mum routine inspection effort for any facility asafunction of the annual

t hroughput Of nuclear material. These departures fromthe original provisions in

the statute of “access at all times to all places” have been conpensated, at |east

In part by the new requirements for national systemsof accounting and control oOf

nucl ear material and the redundancy that 1S inherent in the safeguarding of a State’'s
full nuclear fuel cycle. These new functions are of imense value. One cannot help
but recall, however, the fact that the United States and the Canadian Del egation
supported by the Soviet Union, fought aloosing rear-guard action during the nego-
tiations I N the Safeguards Conmittee against thosedel egations which weredeterm ned
that NPT Safeguards would be held toam nimum would be as nonintrusive aspossible,
and coul d not possibly provide aconpetitive advantage to those which nmight not be
subj ect to safeguards because they were either not parties to the NPT or were nuclear
weapon States. There seens little question that in the nminds of some of the del egations
the principal deterrent in the Non-Proliferation Treaty was political 1N nature and the

saf equards provision was secondary.

The critics of safeguards maintain that, in principle, NO safeguards systemcanbe
perfect yet perfection is what nmust be assured. Mny difficult problens are cited.
Anong them isthefact that in practice, the cunulative analytical errors in the

measurenents of the flow of nuclear material in a State’s fuel cycle or even in a
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large nuclear plant may be many tines the amount of fissionable material required
to make an explosive device. Significant quantities are defined in terns of these

amounts.  Recently, the problemof '’'critical time” has received close attention (27).
It is argued that now the time required to make an explosive device is so short that
safeguards are irrelevant. There is insufficient time to react or respond to a
detected diversion. However, in spite of the many linitations which have been so
carefully built into INFCIRC/ 153, it is the opinion of know edgeable observers

that a technically sound and effective Safeguards System can be designed which will
meet the NPT objective of “tinely detection of diversion of significant quantities

of nuclear material from peaceful nuclear activities.”

Givent he constraints, the devel opment of an effective safeguards system becones
primarily a problem of manpower, noney, and technol ogical inprovenents. Some of the
results of the present technical analysis of this problem and the proposed technical
solutions are presented in the follow ng section, | AEA Safeguards Technical Manual

and Safeguards |nplenentation Procedures.
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E 1AEA SAFEGUARDS TECHNI CAL MANUAL AND SAFEGUARDS | MPLEMENTATI ON PROCEDURES.
The Safeguards Technical Manual (STM.  Wth the request of the Board of

Governors that the Director General use INFCIRC/ 153 as the basis of negotiating
NPT saf eguards agreements between the Agency and the non-nucl ear weapon States
party to Treaty on the Non-Proliferation of Nuclear Wapons, the Staff of the
Department of Safeguards and |nspections assisted by experts from the Menber

States began preparation of a Safeguards Technical Mnual which would form the
basis of the procedures and techniques used in the Agency's Safeguards System

Two sections of the STM have been conpleted and issued as technical docunents by
the International Atomc Energy Agency, |NTRODUCTION, PART A-SAFEGUARDS OBJECTI VES,
CRITERIA, AND REQUI REMENTS, (4.op.cit.) and, PART E-METHODS AND TECHNI QUES, (28).
An outline of the Safeguards Technical Mnual is included as Annex 1. The re-

mai ning sections, PART B, NUCLEAR ACTIVITY AND FACILITY, PART C, |NSPECTIONS, PART D,

EVALUATI ON OF THE | NFORMATI ON, AND PART F, STATI STI CAL CONCEPTS AND TECHNI QUES,

should be available for distribution in early 1977.

The Introduction tO Part A is a concise statement of the Agency’s understanding
of its responsibilities, the identity of the State as the potential diverter and the
necessarily adversary nature of Agency safeguards. The first five paragraphs are

reproduced bel ow.

“1_NTRODUCTI ON

“Nucl ear and non-nuclear material, services, facilities, equipment
and information which are to be used for legally defined purposes may
be deliberately diverted fromthese purposes. Potential diverters are

facility operators, individuals or groups of individuals and States.
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The actions ained at the detection and deterrence of thisdiversion
are known as safeguards. The |AEA is authorized by its Statute to
accept the responsibility of establishing and adnministering safeguards

subsequent to a ‘safeguards agreenent’ with a State or States.

“Al'l safeguards agreenents are built on the basis of an undertaking

by the State. Before the Treaty on the Non-Proliferation of Nuclear
Weapons came into force this undertaking had always been that ‘special
fissionable and other materials, services, equipment, facilities and
information” shall not be ‘used in such a way as to further any nmilitary
purpose’. States party to the Non-Proliferation Treaty (NPT) undertake
not to divert ‘nuclear energy from peaceful uses to nuclear weapons or
other nuclear explosive devices . For the application of safeguards
these States also have to conclude with the | AEA agreenents

where this undertaking is incorporated by reference.

“1 AEA safeguards are ained at the tinely detection of diversion by States
havi ng undertaken to accept safeguards in accordance with an agreenent
between the | AEA and the State and at the deterrence of such diversion by
the risk of early detection by the AEA. NPT safeguards agreenents specify

the procedures to be applied for safeguarding nuclear material.

“The | AEA Safeguards Technical Manual describes principles, procedures
and techniques for safeguarding nuclear material. Tile | AEA has to decide
in each particular situation whether these principles, procedures and
techniques enable it to fulfill the responsibility of safeguarding non-

nuclear material, services, facilities, equiprment and information.
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“In the Manual, the principle has been adopted that, under any type

of safeguards agreenent, the objective of |AEA nuclear material safeguards

is the tinely detection of diversion of significant quantities of nuclear
material. The principle has also been adopted that, unless the | AEA Governing
Organs establish other guidelines in this respect, the | AEA assunes that

the goal of its safeguards procedures is to detect, if it would be mssing

in a State in a period of one year, the quantity of nuclear naterial needed

tomanufacture a single nuclear explosive device.”

To this statement should be added the follow ng excerpt fromthe Introduction to

Chapter 2, DI VERSION OF NUCLEAR MATERI AL:

“I'n the context of |AEA safeguards, the State with its corresponding
capabilities and resources isconsi dered asthe potential divertor and
the probability of attenpted diversion is considered small but finite.
The purpose of diversion is assumed to be the acquisition of nuclear

material for uses proscribed by the relevant safeguards agreenent.”

This Chapter includes a systematic analysis of the diversion strategies which could
be used by a State in the acquisition of nuclear material. These diversion strategies

coul d invol ve:

“a single facility or a nunmber of facilities cooperating i N the diversion
and its concealnent. Diversion could involve material already in a form
suitable for the intended use or in aformrequiring further processing
before such use. This further processing could be undertaken imediately
or the diverted material could be stockpiled for processing and used at

alater time. The diverter may attenpt to use safeguarded facilities to
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process material which has been diverted at another safeguarded facility,
or material which either is at the starting point of safeguards or has
al ready undergone some processing and which nust be under safeguard but
has not been declared by the State. Such an attenpt would provide the
| AEA with a chance to detect at a facility material which had not pre-
viously been in a safeguarded facility or material which had been pre-

viously diverted.

"The material might be diverted in either a single remval or repeated

removal s. Immediate detection by the |AEA can only be possible if it
applies strict containment and surveillance nmeasures. Verification of
the physical inventory and of the nmaterial balance provides for a del ayed

opportunity for detection of diversion.”

The Chapter concludes with a section on the inportance of diversion. The observa-

tion is made that:

“The inportance of the diversion depends on the type and anount of
diverted nmaterial. Materials, e.g., plutonium and highly enriched
uranium which are of inmediate use for nuclear explosive devices repre-
sents a greater hazard than does the material which requires a I|engthy

and conplex process to be used for these devices.”

Table 11 taken from this Chapter, provides rough estinates of the times required to

convert different materials to naterials suitable for nuclear explosive devices
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The renaining three Chapters of Part A of the STM the | AEA Safeguards System

the States System of Accounting for and Control of Nuclear Mterial, and Cuidelines
for Application of |AEA Safeguard represent the nost concise and definitive statenent
for both critics and advocates alike of the linmtations and capabilities of inter-
national safeguards. This document should be carefully read and understood. Chapter

111 concludes with the follow ng statenent:

“The technical conclusion of the IAEA's verification activities

shall be "a statement, in respect of each material balance area, of
the amount of material unaccounted for over a specific period, giving
the limts of accuracy of the anpunts stated'. It is inportant as a
neasure of the degree of agreenent between the neasurenents of the
operator and those of the |AEA and as a neasure of the extent and the
accuracy of the | AEA's neasurenments that the technical conclusion of
the AEA's verification activities includes the operator’'s MJF
(Materials Unaccounted For) adjusted for any differences between the

| AEA's and the operator’s neasurenents and an estimate of the conbined

nmeasurenment uncertainties as indicated in Section 5.3.4.

“The | AEA shall informthe State of the results of inspection and the
conclusions it has drawn fromits verification activities in the State,
in particular, by neans of statenments in respect of each material balance

area.”

Chapter |V discusses the INFCIRC/ 153 requirenent that the State shall establish and
maintain a “State’s System of Accounting for and Control of Nuclear Material” (SSAC).

The SSAC is essential for the effective inplenentation of NPT safeguards and provides

the following objectives for such a State System
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“(a) to contribute to the detection and prevention of unauthorized
uses of nuclear material, detect |osses of nuclear material, and provide

information that could lead to the recovery of mssing naterial;

"(b) to provide the necessary neans for the State to fulfill its
obligations in the field of accounting for and control of nuclear

material under international, contractual or other agreenents;

“(c) to assist the management of nuclear facilities or custodians
of nuclear material to achieve optinmum discharge of the obligations

i mposed on them by the SSAC. and

“(d) to encourage the efficient, safe and economcal use of nuclear
material by operators through the use of the control neasures pres-

cribed by the SSAC.”

Chapter V outlines the “Q@uidelines for the Application of |AEA Safeguards. This
Chapter concludes with a discussion of the problems of tinely detection, significant
qguantities, and detection probability and confidence levels. Guidelines are also
provided for the verification and the examination of design infornation, the
verification of the information contained in records and reports, the eval uation
of material unaccounted for, and guidelines for taking into account the SSAC s

activity,

Because of their relevance to any evaluation of Agency Safeguards effectiveness,
the Sections on Significant Quantities (5.1.2) and Detection Probability and Confidence
Level (5.1.3) are reproduced in Annex J. Based on the anounts of uranium and plutonium

required for fast critical masses and experiments with fast critical assemblies the

significant quantities of nuclear material required to :
g g g manuf acture a singl e nucl ear
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expl osive device has been taken by the | AEA to be:

(1) 8 kilograms of plutoniumfor all types of plutonium for which

the isotopic concentration of PU 238 does not exceed 80 percent.

(2) 8 kilograms of contained U233 and U 235 when the conbined wei ght
of the U-233 and the U 235 isotopes equal or exceed 20 percent of the
total weight and when the U233 isotopic concentration is the larger of

the two isotopes.

(3) 25 kilograms of contained U235 when the isotopic concentration of

the U-235 is larger than the concentration of U 233.

Thissection ends with the observation that, given the relatively small anounts

of nuclear material required to nake an explosive device, the | AEA would be con-
fronted, for those States having a sizable scale of nuclear activity, with the
necessity of making a statement on the non-diversion of a very small fraction of the
State’s inventory of nuclear material. Table IlIl is a summary of the accuracy of

material bal ance and frequency of inventory taking expected by the |AEA

In the absence of any specific nention in either |INFCIRC/ 66/Rev.2 or |NFCIRC/ 153 of
the concepts of degree of certitude of detection (detection probability) or the con-
cepts of degree of certitude of not concluding that a diversion has taken place when
it has not (confidence level) the | AEA has concluded that these two concepts are im
plicit in these docunents. On the recommendation of Experts from the Menber States,
the | AEA has cleared values of 95 percent for both the probability of detection and

the confidence |evel of detection.

In evaluating the performance of the Agency's Safeguards System in the future, it is

these objectives, criteria and requirenents that shoul d be considered.
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Safeguards Inplenentation Practices (SIP'S). In parallel with the preparation of

the Safeguards Technical Mnual by the Division of Devel opnent, the Division of
Qperations began the preparation of Safeguards Inplenentations Practices documents
(SIP) for each safeguarded facility. In contrast to the publication of the STM the
SIP'S are classified as Safeguards Confidential by the Agency not only because these
docunents are facility specific and nmay contain proprietary information which either
the facility operators or the State are unwilling to release but also because they
contain an Agency analysis of the diversion possibilities and the neans the Agency

may use to detect such activities.

A model SIP outline has been reproduced as Appendix 8 in “Nuclear \Wapons Proliferation

and the International Atonic Energy Agency” (1, op.cit.).

The SIP's are divided into two parts, a general part containing aspects which are

common to all facilities or groups of facilities in a State or States and a facility

part which is specific for each facility containing aspects which are particular to

the given facility, Mterial Balance Area (MBA) or group of MBA's. The facility part
draws heavily on the information obtained from the design review of the facility and,

of particular significance, contains a detailed discussion of the diversion possibilities,

means of conceal nent and the safeguards approach which mght be used to detect such

di versi on.

Perhaps one of the nmost inportant functions of the SIPPs is that it fornalizes the
Agency’'s analysis of the limtations currently experienced in its safeguarding and
verification activities and identifies the inprovements that should be made. Section

10 summarizes this situation.
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"10. Limtations

“The purpose of this inportant section is to draw attention to those
shortcomngs in safeguards inplenentations at the facility which are
apparent at the time of preparing the SIP. For some reasons there may
be a lack of standardization, inadequate inspection, lack of facility
information, etc. This section will indicate where work remains to be
done. It will also informthe Inspector General and the Director of
the Division of Operations that the work is carried out with these

shortcom ngs by the Regional Section.

“The list of linitations can also be used as a check list and will renind
the persons concerned to work toward inproved conditions. \Wen the

situation changes, a revised SIP will have to be issued.”

Both the Safeguard Technical Mnual and the Safeguards |nplenentation Procedures
reveal an understanding of the necessarily adversary nature of international

saf equards inspection and the resources that mght be available to the potential
diverter, the State. These docunents also reflect a deternmnation on the

part of the | AEA to undertake neaningful verification and a deternination to use
not only the best methods and techniques that are currently available but also to
remain in the fore-front of the State of the art. It should be observed that
these documents like the descriptions of the Agency’'s Safeguards System which

preceded them will evolve and hopefully inprove with experience in the years ahead.
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F.  THE MANAGEMENT AND ANALYSIS OF SAFEGUARDS DATA.

As has been nmentioned in the section of this report on the organization of the
| AEA and the Department of Safeguards and I|nspections, the inportance of the
col lection, processing and analysis of the rapidly increasing anount of safeguards
data required by Information Circular 153 has been a subject of intense concern,
particularly in the last two years. Starting in the late 60's, the Agency began
with a very small staff the devel opment of an indigenous data base nanagenent
system for the processing of safeguards data and the preparation of reports. The
magni tude of the problem to broaden the base of the Agency’s in-house capability |ed
initially to the formation of the Information Treatment G oup and, very recently, to
the decision to establish a Division for Information Treatment. The United States
has actively participated in this effort and has over the last two years provided

experts both to advise and to work directly with the Agency on this critical problem

The requirenents for the Agency's information handling system have been summarized
in the introduction of a report, by Grelin, FUNCTIONAL CHARACTERI STICS OF THE |AEA'S

SAFEGUARDS | NFORMATI ON HANDLI NG SYSTEM RELEASE 1, (29) which is quoted bel ow

2. INFCIRC/ 153 contains provisions that Menber States, having concl uded
Saf equards Agreenents with the Agency, should provide design information
and reports on initial inventories, changes in the inventories and
material balances in respect of each nuclear facility and naterial balance

area for all nuclear materials subject to safeguards.
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‘3.

The Agency, on the other hand, should establish and mintain

an accountancy system which would provide the data on the |ocation

and the novenents of all nuclear naterial subject to safeguards

on the basis of the reported information in order to support the

Agency’'s verification activities in the field, to enable the

preparation of safeguards statements and to adjust the inspection

intensity,

H4.

The provisions formulated in document |NFCIRC/ 153 are specific

in respect of the details of Agency accountancy by requesting the

establ i shnent of anpdern and transparent accounting system a

system based on the naterial balance and the inventory change concept.

These requirenents reflect the recognition that the conventional

accountancy systems, based on concepts devel oped in 1945-1950, would

not cope with the information requirements of, for instance, |AEA

saf equards necessary to follow the nuclear material used in the

peaceful application of nuclear energy.”

The necessity to mamintain the safeguards confidential nature of the information

received fromthe States and processed by the Data Base Information Handling System

has contributed to the very slow devel opnent of this System

The realization that the existing Data Base System would not be able to process

the very large increases in Data anticipated as a result of the inplementation of

t he | AEA- EURATOM and Japanese Saf eguards Agreenents as well as the United States and

United Kingdom offers, led in Cctober the selection of a comercially devel oped Data

Base Managenent

Systemto cope with the |AEA's problens. It is the intent to
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suppl ement the new Data Base System with as many as possible of the prograns
devel oped for Release 1. However, inportant areas directly related to a full scale
use of all of the information obtained by the Agency remains to be programed.
For exanple, information contained in inspector working papers are still processed
by hand, the critical area of analysis of the data renains to be programmed as does
the receipt and processing of data obtained from the non-destructive analysis

measurenents made by the inspectors.

The creation of a new Division of Information Treatment and the increases in staff

of this group should make a mmjor inpact on this problem The details of the

organi zation of the new Division have not been released, however, one suggestion is

a threefold division which would cover operational analysis, systens analysis and
data analysis. Such an organization would treat the data produced by the facility
itself, the data fromthe full fuel cycle of a State and the statistical treatnent

of the data obtained from these sources. In order to nmeet the six-fold increase in
data to be processed which is estimated for the calendar year 1977, the staffing of
the new division for 1977 has been approved at 12 professionals and 14 GS positions.
For 1978 the recomendation is 13 professionals and 18 GS positions. The heavy
emphasis in INFCIRC 153 on Material Accountancy and Measurenent of the Flow of Nuclear
Materials strongly suggests that the critical needs of this function in the nonths and

years ahead must be met, if the Agency is to fulfill its responsibilities under the NPT.

This formdable task is now being coordinated by an inter-agency U S. team worKking
directly with the Staff of the I AEA to strengthen the Agency safeguards through

U S Gfts-in-kind. It should be stressed that this is an area where the other

maj or nucl ear supplier states could make significant contributions. Every effort should

be nade to persuade themto do so.
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G THE CONFIDENTIALITY OF SAFFGUARDS | NFORMATI ON.

In Article VII F of the Statute, the Director CGeneral and his staff are in-

structed to:

", ..not disclose any industrial secrets or other confidential
information conming to their know edge by reason of their official

duties for the Agency.”

As has been noted in the sections quoted above from Part B, Paragraphs 13 and 14 of
| NFCI RC/ 66/ Rev. 2 and Part 1, Paragraph 5 of |INFCIRC/ 153, this instruction has been
made much nore explicit and has been amplified in a nunber of details. These
instructions initially intended to protect the comercial and industrial secrets of
the Menber States now presents a serious obstacle in the efforts of these States

to ensure their bilateral safeguards responsibilities which have been transferred
to the Agency under trilateral agreenents are being effectively inplenented. It
appears that without an anendnent to the Statute and najor revisions to | NFCl RC/ 66
and 153, the Agency cannot legally disclose specific infornmation obtained during its

saf equards inspection or fromthe reports which have been submitted to it by the

Menber St at es.

At the present tine, the summary information on the safeguards activities of the
Agency made available to the Board of Governors by the Director General is identical
to the information included in the section on safeguards of the Annual Report. The
saf equards summary from the Agency's 1975 Annual Report is reproduced in Annex K

with the exception of Table 9 which is reproduced separately as Annex E.
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Al though the information in the Annual Report is useful to the Board it does not
provide the necessary detail, if the Board is to evaluate the effectiveness of

the Agency’'s Safeguards System

In an effort to resolve this dilema the Director General nentioned in his report

to the CGeneral Conference in Septenber, 1976, his intention to submt periodically
to the Board of Governors a Special Safeguards Inplenentation Report (SSIR). It is
the intent of the Director General to present relevant infornation which would
enable the Board to arrive at an opinion with respect to the effectiveness of the
Agency’s safeguards w thout disclosing confidential information on specific facility
and, if possible, without jeopardizing the flexibility of safeguards inplenentation.
The form and content of this report has been reviewed by the Standing Advisory

G oup on Safeguards Inplenentation (SAGSI) at its first neeting in Decenber of 1975
and in subsequent neetings in May and Cctober of 1976. It is generally assumed that
a conpl ete evaluation of the Agency's safeguards effort will include both quantitative
and qualitative information on the verification achieved. Any nore specific assess-
nment of the success of SSIR in neeting the requests of the nucl ear exporting Menber
States for reassurance on the Agency's Safeguards System will have to await the

subm ssion of this report to the Board of Governors.
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H ~ DETERM NATI ON OF NON- COMPLI ANCE AND THE AGENCY’ S RESPONSE.

As in the case of release of Safeguards Confidential information discussed
i medi ately above, the actions which the Agency can take in the face of non-
conmpliance are described in general terms in Article XIIC of the Statute reproduced
in Annex A above and in nore detail in paragraphs 18 through 22 of |NFCIRC/ 153 which

are reproduced in Annex L.

The failure of a State to conply with the provisions of INFCIRC/ 153 and the Safe-
guards Agreement between the State and the Agency can obviously cover a w de range
of issues. At one end of the spectrumthese failures mght be trivial. They

m ght include inadequacies in the National System for Accounting and Control,
questions related to the content of records and reports, their pronmpt subm ssion,

or at the opposite end of the spectrum a failure to comply with the basic under-
taking of the Non-Proliferation Treaty. In general, these matters would be resol ved
if possible within DSI or the Secretariat and, if sufficiently serious, would be
brought to the attention of the Board who shall “call upon the recipient State

or States to remedy forewith any non-conpliance which it finds to have occurred.”

On matters of interpretation and application of the Agreement, Paragraph 22 of

I NFCI RC 153 provides that the issue be submitted to an arbitral tribunal conposed of
three arbitrators. If this tribunal is not convened within 30 days either party nay

requests that the dispute be taken to the President of the International Court of Justice.

In practice, a deternmination by the Director General that the Agency had not been
able to verify that there had not been a diversion of nuclear material would begin
in the Department of Safeguards and Inspections with a report fromthe Chief of a

Regional Section to the Inspector Ceneral that his inspectors, for exanple, had been
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unable to verify an inventory, encountered unusually large, unexplained |osses, or that
they had other evidence for. the diversion or the apparent diversion of nuclear naterial.
The inspector prior to the submission of his report would have endeavored, in turn,

to resolve the discrepancies with the facility operator or at the level of the

National System Both the Agency and the Board are required to afford the State

every reasonable opportunity to provide whatever necessary reassurance is required.
There can be no question that initially, the Inspector General and the Director

CGeneral would be faced with a necessity to evaluate both the quantitative and
qualitative information before the Director General’'s report was forwarded to the
Board of Governors. Many technical as well as subjective factors would have to be

wei ghed. These would include the effectiveness of the State system of accounting,
previous history, the nmagnitude of the suspected diversion, through-put of the
Facility, the precision and accuracy of the neasurenments by both the Facility operator
and the |AEA, the availability and reliability of the containnent and surveillance
devices, the magnitude of the inspection effort, the performance of inspectors

t hensel ves and, one suspects, questions of a political nature.
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1. THE ROLE OF THE BOARD OF GOVERNGRS.

If the Board of Governors is unable to resolve a question of nondiversion
brought to its attention by the Director Ceneral, it is instructed by the Statute
to report the non-conpliance to all nenbers and to the Security Council and the
General Assenbly of the United Nations. Under the Statute, the Board may al so
“direct curtailnment or suspension of assistance being provided by the Agency or
by a nmenber and call for the return of materials and equi prment made available to
the recipient nmember or group of nenbers.” As a final act, the Agency may suspend
the menbership of the State or States fromthe exercise of the privileges and
rights of the menbership. Up until the present tinme there has not been, of course,
any occasion to exercise or test the interpretation of these powers. |f, however,
the phrase “or by a menber” is interpreted to include the Supplier States, the return
of this material and equipment at the “demand” of the Supplier States should considerably
strengthen the Agency’'s position. The immensely nore difficult problem of the actual
application of sanctions would have to be the responsibility of the individual Menber
States and nore particularly of the Supplier States acting individually or in concert.
As has already been noted, the Agency cannot prevent diversion nor does it have the

power to recover diverted material. It has no police powers.

In general, the Board of Governors operates by consensus. Votes are rarely taken
and a demand for vote is made only when a State feels that its vital interests are
at stake. The decision of the Board as well as the action of the General Conference
have been unique in the absence of the political discord which has characterized the
deliberations of many other international organizations. In spite of this record,
it is difficult to predict the actions of the Board of Governors should it be con-

fronted wth a report fromthe Director General that he could not verify in a specific
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State that there had been no diversion of nuclear material. Although it should
not be the case, the response of the Board to such an announcenent mi ght be con-
ditioned by the identity of the State and whether or not it was on the Board.

Article XI of the Statute provides that:

“E. Each nenber of the Board of Governors shall have one vote.
Decisions on the amobunt of the Agency’s budget shall be nade by a
two-thirds majority of those present and voting, as provided in
paragraph H of Article XIV. Decisions on other questions, including
the determination of additional questions or categories of questions
to be decided by a two-thirds najority, shall be made by a ngjority
of those present and voting. Two-thirds of all nenbers of the

Board shall constitute a quorum”

One coul d i magi ne circunstances surrounding a Board vote on non-conpliance in

which, regrettably, a nmajority mght be difficult to obtain.

The present Board of Governors now includes representatives fromthirty-four

states. It nmust be assunmed that this group would not be conpletely free from

the regional, national, and political rivalries which separate the Menber States
outside of the Agency. Further, it nust be assuned that the Governors would operate
on instructions from their governments. In the final analysis any action by the
Agency whether it involves assistance to a Devel oping Country, a safeguards

i nspection, or action by the Board of Governors on the diversion of nuclear materials
is possible only with the sufferance of a majority of the Menmber States. Should the
Board be confronted with a proven case of diversion, one must believe that the
Menmber States, recognizing the threat to all, will instruct their Delegations and

their Governors to take pronptly those actions which are authorized by the Statute.
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J. FACTORS | NFLUENCI NG THE EFFECTI VENESS OF AGENCY SAFEGUARDS.

There are several political and institutional factors which may be expected in
the next one to two years to have a marked inpact on the effectiveness of the |AEA's
ability to carry out its safeguards responsibilities. In general, officials,
both inside and outside of the |AEA believe that the Agency’'s success or failure
not only in its safeguards endeavors but in the full range of activities which
are authorized in the Statute is dependent on the attitudes of the Menber States.

In the safeguards area the question of the attitude of the Menber States is probably
the nost crucial factor. In spite of the progress that has been nade with respect
to the need for effective and credible safeguards, there remains an urgent educational
need to enlarge the perceptions of the industrial states as well as the devel oping
states on the dangers which proliferation present to all. Gven a cooperative
attitude by the Menber States, their determnation that the International Atomc
Energy Agency’'s safeguards will be effective, and that strong National Systens for
Accountancy and Control will be established and maintained, reasonable assurance can
be provided that the diversion of nuclear materials to weapons purposes can be
detected. Failing this, and confronted with inadequate funding and over-riding
concerns for either national sovereignty, or the protection of industrial secrets,

the success of the Agency’'s safeguards activities will be placed in serious doubt.

The nost pressing, near term problem of an institutional nature directly affecting
the operations of the Agency as a whole and its safeguards efforts, in particular,
is the natter of the retirement, or inmmnent contract renewal of many key managenent
people at the highest levels in the Agency. The Director General is sixty-six years
ol d. If he is to have a successor, the nomnation nust be submitted to the Board of
Covernors in June of 1977. Many of the menbers of the Director General’s inmediate

staff are his contenporaries and are al so approaching mandatory retirenent. O
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i mediate concern is the fact that the contract covering the services of Dr. Ronetsch,
the Inspector General, must be renegotiated or a replacenment recruited by Septenber

of 1977. The Agency has recently circulated a request for nominations for the
position of Director, Division of Operations, Department of Safeguards and |nspections.
As a result of the proposed reorganization of D.S.1., Directors will have to be

nom nated for the new Division of Qperations and the Division of I|nfornation.

Finally, the Head of the Section for Methods and Techniques, Division of Devel oprent
is also approaching nmandatory retirenent and a replacement for this position wll

be required. The staffing of these positions will have a marked and |ong range
effect on the Agency as well as the performance and norale of the Department of

Saf eguards and Inspections. It is not a matter in which decisions can be del ayed.
Agency regulations, as well as the needs of the individuals involved require that

the personnel decisions in these areas be nade as soon as possible.

The reorgani zation of the Department of Safeguards |nspections noted above was
planned to nmeet the mmjor increase in safeguards activities resulting from the

i mpl ementation of the | AEA- EURATOM and Japanese Safeguards Agreenents and the applica-
tion of Agency Safeguards under the United States and United Kingdom offers. This
substantial increase in the operational activities of D.S.l1. will place new and
exacting denmands on the Department and on the nmnagement of the two Operations
Divisions. At the level of the Inspector General there will be an even greater need

for strong leadership and effective and inmginative nanagement to meet this challenge.

It is too early to evaluate the inpact of the very large increases which the
United States Congress has authorized to strengthen and support |AEA saf eguards.
In fiscal 1975, approximately $200,000 was made available in gifts-in-kind through

the Foreign Assistance Act. In fiscal year 1977 a total of approximately
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$1,600,000 will be available through the Foreign Assistance Act of 1977 for simlar

gi fts-in-kind. It was the recommendation of President Ford that approximtely

$5, 000, 000 shoul d be made available to the | AEA over the next five years. The

effective use of this noney will require a careful and realistic assessnment of

the Agency’ needs. The United States has established an Interagency Goup to

coordinate this major effort with nenbers drawn from ERDA, State, ACDA, NRC and
Following a nmeeting in Vienna in Novermber with IAEA and U S. Mssion

staffs, an International Safeguards Project Ofice (1SPO under the direction of

Dr. H Kouts was set up and a draft Program Plan for Technical Assistance to |AEA

Saf eguards (30) prepared.

If the United States does not actively strive to broaden this type of support anopng
all of the Nuclear Supplier States and the Soviet Union, there is danger that the
United States will find itself carrying a disproportionately large part of the burden.
The report of a German decision to contribute approximtely $300,000 in simlar
support for IAEA is heartening and should be encouraged. There are many areas where
all of the supplier states could contribute fromthe training of inspectors to the
use of their nost advanced nuclear facilities for the devel opment and testing of the
newest safeguards procedures and techniques. Every state under safeguards would
benefit. Those states that can contribute to the inprovement of safeguards have an

obligation to do so.
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K. THE AEA'S ROLE I N PHYSI CAL PROTECTI ON.

As has been noted in the section of this report on the Statute of the | AEA
and in the excerpt” fromthe section on Objectives of INFCIRC/ 225 (14, op.cit.) re-
produced in this report, the |AEA does not have any responsibility for the pro-
vision, supervision, control or inplementation of a State's physical protection
system  The Agency may infornmally advise a State of its observations and it wll
provi de assistance only when so requested by the State. In its role as an informal
advisor and at the urging of sone of the Menber States, the United States in
particular, the Agency has, in recognition of the inportance of the problem of
physical protection, convened a small panel of experts from the Menber States in
March of 1972. In connection with the recommendations of this panel of experts
the Agency has published a docunment entitled, “RECOMVENDATIONS FOR THE PHYSI CAL
PROTECTI ON OF NUCLEAR MATERIALS', (31), which summarize the views of this panel.
These recommendations were reviewed in early 1975 by experts from sone of the
Menber States for the purpose of updating the original publication and reflecting
the progress which had been nade in the area of physical protection. The work of
this panel has been published in a docunent, THE PHYSICAL PROTECTION OF NUCLEAR
MATERI ALS, | NFCIRC/ 225, (14, op.cit.). The Agency is well aware that physical
protection can make a substantial contribution to the effort of deterring the di-
version of nuclear material, but it also recognizes that physical protection of
nucl ear material is an exclusive responsibility of the State, and in sonme States,

an integral part of the State's National System of Accounting and Control.

At the present time, there does not appear a consensus in the Board of Governors,
even anong the nuclear supplier states on the subject of physical protection. This
| ack of consensus reflects deep seated national attitudes, for exanple the British

reluctance to armits police and other civil forces. Wthout such a consensus it is
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not possible to take nore positive steps in this area. Even though it is unlikely
that the legal responsibilities of the |AEA in this area will change in the near
future, the Agency recognizes the need to bring this problemto the attention of a
much larger nunmber of other states. It is considering, at this time, the possibility,
of convening a neeting on the subject of physical protection for some tine in the
early part of 1977. In its advisory capacity, the Agency can act as a center for
information of physical protection, it can convene, if requested, scientific neetings
and synposia on the subject, although no such request has yet been received by the
Agency from any country, and finally it could offer technical assistance in this

area if asked.

The United States in concert with the | AEA and several other countries is also
pursuing the drafting of an International Convention on Physical Security. This
initiative was first proposed in a speech by the U S. Secretary of State, Dr.
Kissinger to the United Nations General Assembly on Septenber 23, 1974. In this

address, Dr. Kissinger proposed that:

“The United States will urge the IAEA to draft an International
Convention for enhancing physical security against theft or diversion
of nuclear nmaterial. Such a convention should set forth specific standards

and techniques for protecting material while in use, storage, and transfer.”

The following year on September 22, Dr. Kissinger said in his address before the

CGeneral Assenbly that:

“The United States has intensified its efforts within the |AEA and with
other nations to broaden and strengthen international standards and safeguards
and has proposed an international convention setting standards to protect

the physical security of nuclear material in use, storage or transfer.”
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A revised draft of an International Convention on Physical Protection is now being
revi ewed. In spite of the Inportance and urgency of the problem previous experience

with international conventions suggests that pronpt action in this area may not be

forthcom ng.



[x - 71

| AEA and International Safeguards-L.

L. THE IAEA REG ONAL NUCLEAR FUEL CYCLE CENTER STUDY.

Wth the growth and spread of nuclear power throughout the world a number of
critical questions have arisen with respect to the storage and reprocessing of
spent fuel, the storage of radioactive waste, the fabrication of mxed oxide
fuel and the stockpiling of plutonium These matters and related questions of
physical security and safeguarding of such facilities were discussed at the
General Conference of the | AEA in 1974, and within the General Assenbly of
the United Nations where Secretary of State, Dr. Kissinger took the occasion to
draw the world' s attention to these growing problems. In response to these con-
cerns the | AEA undertook a prelinminary study of the economic benefits that might
result from regional centers for reprocessing and waste nanagenent. The results
of this study were published by the Agency in Septenber of 1975 (32) and suggested

that the econonic benefits were sufficient to justify a further detailed study.

Figure 3 is an organization chart of the present, detailed |AEA study on Regional

Nucl ear Fuel Cycle Centers (RFCC). The conprehensive nature of this undertaking can

be seen from the project elenents which include nathematical nodeling, fuel reprocessing,
wast e managenment, mixed oxide fuel fabrication, fuel storage, transport, and the
questions of legal and institutional matters. The first of the many reports to be

i ssued by the | AEA was released in July, 1976, (33) on the Institutional-Legal

Franework Aspects of the RFCC Study. An outline of the RFCC s Study Project Sunmary
Report is given in Annex M  Publication of the remaining reports are expected in

time for distribution at the Saltzburg Conference in May of 1977. A status report on
the | AEA study project was issued in Septenber 1976 (34). The status report is re-

produced in Annex N.
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The report on Institutional-Legal Franework Aspects reviews sone of the advantages
and the disadvantages of the RFCC approach. The advantages include econony of

scale, the rational use of technological and financial resources, inproved assurances
that safeguards and physical protection would be achieved in the interests of all
States, and inmproved managenment for the safe disposal of high activity radio-

active waste. The drawbacks cited include a further spread of sensitive technol ogy,
the reduction of freedom for unilateral action by states, concerns about the

effects of inter-country frictions on the dependability of fuel supply and the
substantial commtment of capital and resources that would be required for in-

di vidual fuel cycle centers in each of the countries of the region. The report

al so reviews the organi zation and experience in the nuclear field of three operating
mul tinational activities, EURODIF and Eurochemc, and URENCO. The nmin topics
covered are legal status and structures, governnental/non-governmental roles, internal
admi nistrative structures, commercial/service roles, industrial arrangements,

technol ogy (use, control, etc.), basic financial policy considerations, privileges

and guarantees, nenbership, duration, etc., and international agreenents.

A nmore detailed analysis of the nmulti-national or regional fuel cycle centers have

identified the following: potential problems and limtations:

- the interpretation of Article IV of the NPT by signators of the Treaty,
i.e., “the right of all Parties to the Treaty to participate in the,
fullest possible exchange of equipnent, materially and scientific and

technol ogical information for the peaceful uses of nuclear energy.”
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- the RFCCs would not necessarily stop participating States from

building small indigenous reprocessing plants

- the possibility of abrogation and take over of the RFCC

- the large RFCC s woul d unavoi dably encounter problens of precision
and accuracy of neasurements of material unaccounted for associated

with large throughput and naterial flow,

the RFCC might/would speed rather than contain the spread the transfer

of sensitive technol ogy.

- the plutonium obtained froma RFCC and used in mixed oxide fuels
(MXX) could still be easily separated prior to irradiation of the fuel

in a reactor and diverted.

In addition to the economes of scale. inproved safeguards and enhanced physical

protection noted above, RFCC s could have tile follow ng advantages:

- the reduction of regional rivalries and the incentive for small,

inefficient national reprocessing plants.

- the reduction of incentives for premature reprocessing of spent fuel.

- the reduction of safeguards costs.

- the limtation of the spread of sensitive technol ogy



| AEA and International Safeguards-L.

- an enhanced role for the |AEA

- the early establishnent of regional spent fuel storage sites to

reduce requirements for early reprocessing.

The Director General in his statement to the General Conference in Septenber said
“"The Secretariat’s study tends to indicate that such projects would be advantageous
from an economic, safety, physical security, and safeguards point of view’'. There
are many critics who would take exception to this statement. The question of the
econonics of reprocessing is still a subject of intense debate. There does, however,
appear to be an inportant role for the IAEA in the supervising the storage of spent
fuel and in the managenent of separated plutonium two possible functions for

a RFCC. It is possible that Article Xl I(A5) of the Statute which provides for

the deposit with the Agency of any excess of any special fissionable material
recovered or produced as a product over what is needed for immediate use may

provide the legal basis for a solution to dangerous situations.



