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Abstract— In fiber-optic networks, optical steganographic com-
munication hides the existence of stealth signals in public
channels. The previous security analyses assumed threat models
in which eavesdroppers rely only on the real-time key search in
the optical domain for signal recovery. In this letter, we study a
new threat model that uses coherent detection and offline digital
signal processing (DSP) to recover the stealth signal, and we
show the robustness of optical steganographic communication
under this attack. We find that eavesdroppers equipped with the
state-of-the-art coherent detectors and DSP technologies fail to
estimate the secret key. In addition, even if the eavesdroppers are
given the secret key, the stealth signal cannot be recovered from
the signal using DSP. The histogram of the received signal after
DSP displays a noise-like form which prevents eavesdroppers
from detecting the existence of the stealth signal. We attribute
the system robustness to the unique features of using amplified
spontaneous emission noise as the signal carrier, including wide
bandwidth, large phase variance, and fast phase fluctuation.

Index Terms— Communication system security, digital signal
processing, optical fiber communication.

I. INTRODUCTION

THE tremendous capacity of today’s optical networks is
capable of supporting the growing traffic demand of the

Internet, data centers and cloud computing systems. Because
optical data channels can be easily compromised via fiber
tapping, there are growing concerns over the security and
privacy of optical networks [1], [2]. To address these concerns,
optical signal processing has been used to enhance the security
and privacy in the optical layer [1]–[4]. Optical encryption is
aimed at making the data unreadable by a third party and
has been extensively empolyed in optical networks. Optical
steganography, on the other hand, aims at hiding the existence
of optical signals from the eavesdroppers [5]–[9]. In effect,
steganography differs from encryption because encryption
attempts to prevent the data from being read once it has already
been intercepted, whereas steganography attempts to reduce
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the probability that the data can be detected or intercepted in
the first place. In the frequency domain, the stealth channels
are hidden among the public channels using wideband ampli-
fied spontaneous emission (ASE) noise as the carrier. In the
time domain, the signal is heavily dispersed to a level that
cannot be distinguished from the true ASE noise. The spectral
location and dispersion applied to the signal are secretly shared
only between the legitimate users. Stealth signals cannot be
recovered by the eavesdroppers unless they successfully find
both the spectral location and dispersion which, together,
account for a huge key space.

The robustness of the optical steganographic communi-
cation has been extensively studied under different attack
models [5]–[9]. In those models, the eavesdropper launches
brute-force attacks in the optical domain and in real time. They
scan the dispersion using a reconfigurable dispersion module
and recover the hidden signal by applying a complementary
dispersion. The eavesdropper literally has only one chance to
match the secret parameters, otherwise the messages will be
lost at the very moment they are received. Nowadays, coherent
detection and digital signal processing (DSP) become powerful
tools that can recover heavily dispersed signals [10]. Addition-
ally, the signals can be digitized and stored for future recovery.
Therefore, by borrowing these advanced technologies in the
fiber communications, the eavesdropper can potentially con-
duct off-line searches for the secret dispersions.

In this work, we use a simulation-driven approach to analyze
and show the robustness of optical steganographic commu-
nication systems under an attack in the digital domain: the
eavesdropper attempts to digitize and store the stealth signals,
estimate the dispersion, and recover the stealth signals off-line
using coherent detection and DSP. We discover that, the stealth
signals can be concealed in the ASE noise under this attack.
Not only can the signal not be recovered, but the noise-like
feature of the stealth signal indicates the successful signal con-
cealing. We point out that the robustness of our steganographic
system relies on the unique properties of the ASE noise. The
ASE noise imposes ultrafast fluctuating amplitude and phase to
the stealth channel, which are extremely difficult to be tracked
by the detection system and processed by DSP.

II. SYSTEM MODEL

Fig. 1 shows a typical optical steganographic communica-
tion system [5]. At the transmitter, a continuous wave (CW)
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Fig. 1. Illustration of optical steganographic communication and attack
model. CW: continuous wave; IM: intensity modulator; EDFA: erbium-doped
fiber amplifier; FBG: fiber Bragg grating; PD: photo-detector; LO: local
oscillator; RTO: real-time oscilloscope; DSP: digital signal processing.

laser is used as the public signal carrier and modulated with
the public data. Meanwhile, the ASE noise generated from an
erbium-doped fiber amplifier (EDFA) is used as the stealth sig-
nal carrier and modulated with the stealth data. The modulated
stealth signal goes through a dispersive medium (e.g., chirped
fiber Bragg grating) which applies a dispersion that is only
known by the legitimate users. The dispersion can be shared
between the the legitimate users using a secure channel, and
can be updated frequently using a pseudo-random function
with a fixed seed and time slot. As a result of dispersion,
the pulses are heavily spread to a level that is completely
hidden in the public channel. The public channel and stealth
channel are combined and launched into a transmission fiber.
Due to the large bandwidth of the stealth channel, its power
is at a level which is indistinguishable to the ASE noise in
the public channel. Being aware of the existence of the stealth
channel and the dispersion, the legitimate receiver can easily
filter the public channel and recover the stealth signal by using
a module with a complementary dispersion. The stealth signal
is then detected by a photo-detector. Our previous work has
experimentally demonstrated that the optical steganographic
communication successfully conceals and transmits the stealth
channel over a 50 km fiber link [5].

III. ATTACK MODEL

In the optical steganographic communication, the goal of an
eavesdropper is to identify the potential hidden signal, which
leads to two-fold challenges: 1) stealth signal detection, the
eavesdropper aims to identify if there is any stealth signal
hidden beneath; 2) stealth signal recovery, the eavesdropper
aims to reconstruct the stealth signal. We assume that the
eavesdropper has the capability of accessing the signals via
fiber tapping, but can only obtain 1% signal power. Oth-
erwise, the cable monitor system will detect the existence
of the eavesdropper [11]. The security of the steganographic
communication system relies on the difficulty in finding the
matched dispersion parameter.

In the previous attack models, the eavesdroppers conduct a
brute-force attack in the optical domain where they attempt
to discover the stealth signal by scanning the dispersion and
recover the signal using a reconfigurable fiber Bragg grating
(FBG) or optical phase mask. Due to the lack of efficient
optical buffers (compared to their electronic counterparts),
the eavesdropper has to find the dispersion and recover the

stealth signal right at the moment it is received, otherwise the
data will be lost. The reconfiguration speed of the state-of-the-
art dispersive components is very limited, especially compared
to the data rate of the stealth channel. The steganographic
communication system can easily defend such attacks by
frequently updating the dispersion. The optical-domain attack
has been thoroughly analyzed in [5], and is beyond the scope
of this letter.

Realizing the constraints of the optical-domain attack, this
work focuses on studying the robustness of the stegano-
graphic communication under an alternative attack in which
the eavesdropper exploits digitization and off-line analysis.
The attack system is illustrated in Fig. 1. In this attack, the
eavesdropper digitizes and stores the stealth signal, then he can
search for the secret dispersion off-line without worrying about
losing any data. As dispersion is a frequency-dependent phase
change, the eavesdropper uses coherent detection to extract the
stealth signal consisting of both its amplitude and phase. The
coherent detection system consists of a local oscillator (LO),
a coherent receiver and a real-time oscilloscope (RTO). The
optical field is converted to the baseband by beating it with
the LO. The complex field is then digitized by the RTO and
stored for off-line processing. This allows the eavesdropper
to scan the dispersion parameters and compensate the sig-
nal distortion off-line via DSP techniques [12]. Chromatic
dispersion can be modeled as an all-pass filter given by
HC D(ω) = exp(− jC Dλ2ω2/4πc), where C D is the secret
chromatic dispersion applied to the stealth signal, λ is the
signal wavelength and ω is angular frequency, respectively.
The dispersion added to the stealth signal can be compensated
by applying an inverse filter to HC D(ω) in either the time
domain or frequency domain [10], [12].

IV. SYSTEM SECURITY AGAINST

COHERENT DETECTION ATTACK

To demonstrate the security of optical steganographic com-
munication system, VPIphtonics is used to simulate this
system. In the simulation, both public and stealth signals
are modulated with 5 Gbit/s pseudorandom binary sequences
(PRBSs). A dispersion of 7870 ps/nm is applied to the
stealth signal. The sampling rate of the RTO is set to
be 20 GSample/s, which is 4 times of the data rate. In this
section, the eavesdropper is assumed to be equipped with
an ideal coherent detection system: the coherent detector is
perfectly IQ balanced, the RTO has infinite resolution, and
the noise in the LO, coherent detector and RTO is neglected.
However, the bandwidth of the coherent detection system
is limited to 100 GHz according to the state of the art.
Here the eavesdropper conducts a brute-force attack in the
digital domain. C D is scanned off-line after the eavesdropper
captures the signal. The eavesdropper attempts to verify the
dispersion using two approaches.

In the first approach, the eavesdropper attempts to estimate
the dispersion by evaluating the autocorrelation function cor-
responding the frequency spectrum of the compensated signal
S(n) = H −1

C D R(n), where HC D is the transfer function of
dispersion, and R(n) is the received signal after sampling [12].
The clock tone is extracted as the cost function and the largest
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Fig. 2. Dispersion estimation of public signal and stealth signal.

Fig. 3. Eye diagram of (a) public signal after dispersion compensation
using DSP and (b) stealth signal after dispersion compensation using DSP.
(c) Histogram of stealth signal after dispersion compensation using DSP.

value corresponds to the right dispersion. To illustrate the
difference between the stealth signal and conventional signal,
we intentionally apply a dispersion of 7870 ps/nm to the public
channel. It is worth noting that, the public channel is dispersed
here only for performance comparison. No such dispersion will
be applied to the public channel in the real steganographic
communication system. A dispersion estimation is conducted
to the stealth channel and public channel respectively, and the
results are shown in Fig. 2. For the public signal, a peak value
at 7870 ps/nm indicates the applied dispersion. However, for
the stealth signal, no peak appears at the applied dispersion.
The results indicate that, using ASE noise as the signal
carrier effectively prevents the eavesdropper from estimating
the secret dispersion by parameter scanning.

In the second approach, the eavesdropper attempts to com-
pensate for the dispersion with a guessed value using DSP
and verify the guess by analyzing the signal after DSP. For
steganography, the system must ensure that the eavesdropper
cannot notice the existence of the stealth signal when the attack
is ongoing. To demonstrate steganography, we assume the
worst case that the eavesdropper conducts DSP with the right
dispersion. The eye diagrams of the public signal and stealth
signal after compensating the right dispersion of 7870 ps/nm
are shown in Fig. 3(a) and (b). A clear open eye diagram is
only observed for the public signal, while the stealth signal
has no eye opening. The histogram in Fig. 3(c) shows an
indistinguishable one and zero level as noise. The results
indicate that, the eavesdropper cannot recover the dispersion in
the digital domain even with the right dispersion. The stealth
channel can be concealed when the attack is ongoing.

V. SYSTEM SECURITY ANALYSIS

The failure of coherent detection attack is attributed to
the unique properties of the ASE noise. ASE noise has

Fig. 4. (a) Eye diagram of dispersion compensated stealth signal using the
ADC with 10 bit ENOB and sampling rate of 20 THz. (b) Closed eye diagram
caused by phase ambiguity. (c) The influence of IQ skew on public data and
stealth data.

an extremely wide bandwidth compared to the electronic
devices. Therefore, the electrical field of ASE noise cannot
be fully digitized by the state-of-the-art RTOs. The ASE
phase can have a baseband bandwidth up to 4 THz. Digital
dispersion compensation relies on appending the dispersion
induced phase to the received signal. Therefore, a full digital-
ization and restoration of the electrical field is the prerequi-
site for an accurate dispersion estimation and compensation.
Otherwise the signal will be buried under noise as shown
in Fig. 3(b).

Considering the ASE noise as a wideband analog signal,
an eligible RTO should have extremely high bandwidth, large
effective number of bits (ENOB), and low timing jitter. How-
ever, the “Walden plot” indicates that the inherent confinement
between the input bandwidth and the ENOB is due to the
timing jitter [13]. We verify our claim by assuming that
the eavesdropper is equipped with an ideal detection system:
1) the eavesdropper uses a RTO with unlimited bandwidth;
2) the phase variance of the ASE is small enough to avoid
phase ambiguity; 3) the coherent detector is ideally IQ bal-
anced. Under these assumptions, Fig. 4(a) shows the eye
diagram of the signal after dispersion compensation, when the
stealth signal is sampled beyond the Nyquist sampling rate
required for the ASE bandwidth. An open eye is obtained at
a cost of using a RTO sampling rate of 20 TSamples/sec—
which is not practical, and is only feasible in a simulation
environment. We then consider a realistic system in which
ASE has an unpredictable and time-variable phase with large
variance exceeding 2π [6]. As a result, phase ambiguity after
a cycle slip occurs after dispersion compensation. Unlike those
regularly modulated signals, phase ambiguity in the ASE noise
cannot be estimated and recovered using DSP due to its
randomness. Due to the phase ambiguity, the stealth signal
after dispersion compensation has a closed eye (as shown
in Fig. 4(b)) even when it is sampled at 20 TSamples/sec.
Moreover, the common manufacturing and setup variances in
optoelectronic circuits of a coherent detector such as IQ skew,
easily ruin the received signal due to the ultrafast changes
in the ASE noise. We compare the influence of IQ skew
on the public signal and the stealth signal by evaluating
the relative eye opening after dispersion compensation. The
phase ambiguity is excluded from this analysis. The results
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in Fig. 4(c) show that the stealth signal is ∼104 times more
sensitive to the IQ skew than the public signal. The eye is
closed when the time-skew is only ∼20 fs, which is hard to
avoid in the manufacturing process.

VI. DISCUSSIONS

Our analysis indicates that, the ASE bandwidth is the
key parameter that determines the security of the system.
Meanwhile, the power of the stealth channel, which is related
to the ASE bandwidth, determines the quality of the received
stealth signal. Here, we discuss the system performances under
two cases where the ASE bandwidth is reduced by the optical
filters in the transmission links. The system reliability and
security are addressed.

In the first case, ASE bandwidth is reduced in the networks
where multiple add-drop filters are implemented for traffic
routing. In a static point-to-point link, the spectrum and the
power of the stealth channel can be planned and pre-assigned
at the transmitter. To optimize the performances of both
the stealth and the public channels, one should maximize
the bandwidth of the stealth channel, while avoiding the
interference between the stealth and the public channels. In a
dynamic optical network where reconfigurable optical add
drop multiplexers (ROADM) are actively used, implementing
the steganographic system unfortunately becomes much more
challenging. In this network, the spectral allocation is highly
dynamic. Every node needs to be aware of the existence of
stealth channel, and avoid channel adding or dropping at the
spectra where the stealth channel exists. This increases the risk
of node compromise attack in which the vicious node leaks
the existence of the stealth channels to the eavesdropper [14].

In the second case, the eavesdropper inserts an optical
filter after the optical tapping. This attack reduces the huge
demand for the bandwidth and sampling rate of the coher-
ent detection system. Assuming that the eavesdropper limits
the noise bandwidth to that of a typical DWDM channel
(e.g. 50 GHz), the coherent detection system will be able to
digitize the stealth channel. Moreover, the recent advances in
signal detection suggest that the eavesdropper can potentially
get rid of phase ambiguity issue. Potential techniques include
carrier recovery enabled self-homodyne detection and single-
sideband direct-detection [15], [16]. We will study the attacks
using those detection schemes in our future work.

Despite that optical filters reduce the required bandwidth
and sampling rate of a detection system, they simultaneously
reduce the received power by the eavesdropper. For example,
assuming that the eavesdropper filters out 50 GHz spectrum
from a 4 THz stealth signal, the filtered signal will be 19 dB
lower than that of the tapped signal. With the additional
tapping loss (∼20 dB), the signal power received by the
eavesdropper will be ∼40 dB lower than that received by the
legitimate users. This significant power loss can potentially
lead to a very poor signal to noise ratio (SNR) that buries the
signal in the noise of a receiver. Therefore, the eavesdropper
has to consider the tradeoff between the power loss and
his digitization capability. The steganographic communication
system designer, on the other hand, should maximize the ASE
bandwidth while minimizing its power density.

VII. CONCLUSION

We have demonstrated the robustness of optical stegano-
graphic communication under the attack of coherent detection
and DSP. We show that a state-of-the-art coherent detection
system fails to estimate the secret chromatic dispersion applied
to the stealth channel by scanning the dispersion. In addition,
the modulated data cannot be recovered digitally even with
the right dispersion. Optical steganography provides a secure
communications for the following reasons: 1) the start-of-the-
art coherent detection system cannot fully digitize the received
ASE noise with sufficient sampling rate; 2) the large phase
variance of ASE noise causes phase ambiguity that cannot
be compensated by DSP; and 3) the stealth signal carried by
ASE noise is extremely sensitive to the imperfections of the
coherent detector which essentially plays a positive role in
hiding the modulated data with ASE noise.
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